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Preliminary Amendment 

Amendments to the Claims : 

A listing of the entire set of pending claims (including amendments to the claims, if 
any) is submitted herewith per 37 CFR 1.121. This listing of claims will replace all prior 
versions, and listings, of claims in the application. 

Listing of Claims: 

5. (Currently amended) A method for obtaining and using a private key at user equipment via 
a network, said method comprising: 

transmitting from the user equipment an ID of a user; 
receiving a -un encrypted p rivate key of the user thatis_cncrypted with a user 
identifying key associated with the user; 

interacting with the user at the user equipment to determine the user identifying kev: 

and 

decrypting the encrypted private key using-a the user identifying ke y to obtain a 
decrypted private kev.- d e t e rmin e d from interaction with thn nnm- nt rhn nroy g q^fpmont ; 
using the decrypted private key; and 

destroying-*> r - avoidirig making any ncm volatile rooord all copies of the encrypted 
private ke v and all copies of the decrypted private key at the location of the user 

6. (Currently amended) The method of Claim 5, wherein 
interacting with the user includes obtaining a passphrasc from the user 

tho usor id e ntifying k e y determin e d by int e raction with th e u s er at the user equipment 
iii determin e d from a pasophras e e nt e r e d by tho user at tho uoor equipment or biometri e 
information whioh - is obtained from tho uaor by suitable measurement- or spanning at tho user 
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7. (Currently amended) A method as claimed in Claim 5, wherein th e doorypted private key is 
uaod by: 

using the decrypted private kev includes: 

computing a hash of a document to manifest the user's approval of the 

document; 

encrypting the hash using the user's private key; and 
transmitting the encrypted hash. 

8. (Currently amended) A method as claimed in Claim 6, wherein the doorypt e d private key i3 
u se d by: 

usinp the decrypted private kev includes: 

computing a hash of a document to manifest the user's approval of the 

document; 

encrypting the hash using the user's private key; and 
transmitting the encrypted hash, 

9. (New) The method of claim 5, wherein 

interacting with the user includes obtaining biometric information from the user. 

10. (New) The method of claim 9, wherein 

using the decrypted private key includes: 

computing a hash of a document to manifest the user's approval of the 

document; 

encrypting the hash using the user's private key; and 
transmitting the encrypted hash. 
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